M

’ /\1,;\ ﬁ&;}“% :; |‘ !
| & -%w

/ ( ” , 1

. o < ‘{4(_‘; ‘
™ 1. ﬂ

Principy zodpovédného
_ uziti Al v NATO«

g 7

find »
understand »

Mirek Necas use »




. s el »E‘>A<§«
Zodpovedné uziti Al v NATO NAr
TOVEK
» NATO Artificial Intelligence Strategy

»NIAG SG 252: Emerging and Disruptive Technologies
in the context of Emerging Powers

» DARB: Data and Artificial Intelligence Review Board

»NIAG SG 279: Protocols and Standards to Certify
Applications using Al within NATO

NIAG: NATO Industrial Advisory Group
www.diweb.hg.nato.int

tovek.com


http://www.diweb.hq.nato.int/

Co je Al?

» Definice NATO

» Artificial Intelligence (Al): Schopnost stroju vykonavat ulohy, které obvykle
vyzaduji lidskou inteligenci.

» Definice EU (Al Act)

» Artificial Intelligence System (Al Systém): strojovy systém navrzeny
aby pracoval s proménnou mirou samostatnosti, schopny vytvaret vystupy,
jako jsou predpovédi, doporuceni nebo rozhodnuti, které ovliviujici fyzické
Ci virtualni prostredi s cilem dosahnout explicitnich i implicitnich cilu.

» High-risk Al system: Al systém, u kterého existuje vyznamne riziko
posSkozeni zdravi nebo naruseni bezpecnosti a zakladnich prav osob v EU.

tovek.com



Principy zodpovedneého uziti (PRUSs)

» NATO 6 principu zodpovédného vyuzivani Al: Lawfulness,
Responsibility and Accountability, Explainability and Traceability,
Reliability, Governability, Bias Mitigation

» USA 5 principu etického uziti Al: Responsibility, Equitability, Traceability,
Reliability and Governability;

» EU kompromisni navrh regulace Artificial Intelligence Act (AlA);

» UK vize implementace Al v obrané zalozena na 4 principech uziti Al
(Efficient, Effective, Trusted and Influential);

» OECD 5 principu etického uziti Al: Human-centred values and fairness;
Transparency and explainability; Robustness, security and safety;
Accountability);

tovek.com
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» Cil: Navrh metodiky certifikace Al dle NATO PRUs
» Testovani na 6 prikladech uziti Al v ramci NATO

» Metoda rizeni rizik
» Role Al v ramci urcCitého pfipadu uziti
» Analyza existujicich standardu a gap analyza
» ldentifikace rizik ve vztahu k PRUs
» Navrh kroku k vytvofeni duvéryhodného prostiedi

» 6 tymu podle pfikladu uziti (60 expertu 13+2 staty)

tovek.com



Role Al v riznych prikladech uziti

Mobility
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Referencni architektura Al systéemu

Global Information
Environment

Information
Sources

Distributed Message Broker
Raw Data Queries

Pull to Push
Converter

R
|

Data Lake
Bulk Data System

|

Proffesional Analysis
& Data Science Tools

ExternalInfluences
& Regulation

o T
=

A B

alsl

tovek.com

Real-time analysis &

Long-time analysis algorithms
& Persistence score

Distributed Message Broker
Processed Data Queries

Indexing algorithms

Presentation Store

J II

Presentation algorithms
(some real-time)

Human
Analysts and
Data Scientists

Automated
Clients

o

Human
Clients

Push

Pull

Push/pull

Query/Config
parameters

Marker

Raw Data

Semi-processed

Processed

Human
Consumable
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Role Al v ramci podpory rozhodovani

Mentor

Analyza komplexniho prostredi
Tvorba scénaru pfi planovani
Protivnik ve strategickych hrach
Vykonavatel
Automatizace rutinnich rozhodnuti
Predavani informaci lidem/efektoriim

Cil utoku / zranitelnost systému
Unik informaci
Nepratelske utoky \




Systém ANTICIPE

From Planning

Strategy Critical Information

Wargaming products
Risk management Data

AN - Whatifs?
o s iR »  Branch, Sequels
Q3 . TIPs

CONOPS Doctrine

ANTICIPE I

Critical Resuurces
a OVERRIDE & Conditions
COGITO —
NLP Engine a

Bala acin,

€l MANAGER

“AD VISUALIZATION &
SENSE-MAKING™

ANALYTICS

HOTL

Supervision through

“DECISION-MAKING
COGNITIVE ASSISTANT”

HITL

Cooperative warg

Transparency functions

DATA LAKE

All Sources and All-Domain data: Structured & Unstructured,

Context & Real-time

:
£

Machine-read:

PISK Mitigation

All-Domain

C4i Systems

-

Execution orders to
Taskers

Autonomous orders
sent to Effectors

STORY

“LESSONS LEARNT &
ACCOUNTABILITY"




Black Mamba

» Polymorfni malware vyuzivajici Chat GPT

uN \\ind Mach ek fora malicious '
HI INaows macnine 3, N modu\e ChatGPT
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Malware

Python Interpreter 1. Pull command
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B

2 C&C deliversa
malicious payload

5. Validate the code syntax and execute
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Relevantni stadndardy

» Pro vSechny PRU
» ISO/IEC 22989 Artificial intelligence concepts and terminology
» ISO/IEC 23053 Framework for artificial intelligence systems using machine learning

» ISO/IEC 8183 Al Data life cycle framework
Standard / PRU _Law | Rsp & Acc [Exp&Trc| Rel | _Gov | BsM _
X

ISO/IEC TR 24028 (Trustworthiness

ISO/IEC 24029 — 1 (NN robustness) X
ISO/IEC 24029 — 2 (NN robustness
ISO/IEC TR 24027 (Bias and D-M
ISO/IEC 5259 — 1 (Data qualit

ISO/IEC 5259 — 2 (Data qualit

ISO/IEC 5259 — 3 (Data qualit

ISO/IEC 5259 — 4 (Data qualit

ISO/IEC 5259 — 5 (Data qualit

ISO/IEC 5259 - 6 (Data qualit

ISO/IEC 42006 (Al audit

ISO/IEC 42001 (Al management
ISO/IEC 17021-1 (conformity assessment
ISO/IEC 23894 (Al risk management
DIN SPEC 91426 (HR management X

X X X X X X x
X X X X X X X

XX X X X X X X X X
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Smyslem je podporit vyuziti Al v NATO

Prvni volbou pro
certifikaci je pouziti
stavajicich prumyslovych
standardu
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Stejné pojmy Casto maji ruzné vyznamy NAY.
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Reliability?
Lawfulnes?

Explainability?
Bias Mitigation?

Trustworthiness!
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Bias mitigation Reliability Lawfulness Governability

©> Explainability and Traceability

@ Responsibility & Accountability
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Al aplikace je potreba posuzovat v e
kontextu uziti celeho systemu oV EK

» Principy nejméné pokryté standardy:
» Responsibility and Accountability -
» Lawfulness | 0 g

» Costim?
» Vnitrni predpisy a vzdelavani
» Prakticka zkusenost a cvic¢eni
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Al Ci ne Al?

jak zodpovedne
Implementovat
umelou
inteligenci,

to je, oC tu bezi
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Dekuji vam
Za pozornost!

Miroslav Necas

necas@tovek.cz
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