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Strategicky uvazujici leader se nezabyva dneskem, Yor ﬁz’ nelze oviivnif R

ale budoucnosti ...



MAMOZEK

JESTE SANCI?

Keywords associated with Al as derived from STEAM analysis are shown in Figure A.13.
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»Hledani vzorcu je snadné v jakémkoli prostiedi bohatém na data.

To je to, co primérni hraci délaji. Klicem je urcit, zda vzorce

predstavuji Sum nebo signadl.” - Nate Silver

“If | had an hour
to solve a problem
I'd spend

55 minutes
thinking about
the problem
and 5 minutes
thinking about
solutions.”

— Albert Einstein




" Dochazi k prohloubeni nestability a zvyseni
dynamiky bezpecnostniho prostredi a snizeni

S moznosti jeho kontroly.
Nejiste

mezinarodni = Cetnéjsi strategické Soky.

bezpec:nostnl = Casté&ji se vyskytuji nové, predeviim hybridni,
prostredi a asymetrické a kybernetické hrozby, a zvlasté

NOoVEe hrozby vyuzivani a dostupnost komercnich
technologii pro vojenské ucely tyto hrozby

umochuje.

= Valka jako laborator®, ktera potvrzuje nebo
vyvraci pristupy a trendy ...




Rostouci vyznam
technologii

Technologie se stavaji integralni soucasti vétsiny sektorl a
extrémneé se zrychluje tempo, ve kterém se technologie vyvijeji.

Zasadnimi hybateli vyvoje jsou v soucasnosti nové technologie,
které svou inovativni povahou a implementaci radikalnim
zplsobem prekondvaji technologie stavajici.

Na rozdil od ,poslednich” let jiz nové technologie nejsou Fizeny
potfebami a zajmy obranného sektoru ani jasnymi spolecenskymi
cili.

Zrychluje se soupereni v technologickém rozvoji za ucelem

dosazZeni strategické prevahy a nové technologie mohou zménit
rovnovahu sil.

Reakci na zvrat technologického rozvoje je poZzadavek na stale
rychlejsi schopnost adoptovat nové technologie.

Dynamika trendU je enormni a dnes spisSe nez sledovani
jednotlivych technologii je dtilezité sledovat trend a predikovat
jeho uplatnitelnost.

Trending the trends: Fourteen years of research

Deloitte.
Insights

Trending the trends: Twelve years of research

R |

Through
theglass

Opening

uptoAl

clouds

forb
O =0 =0 =0 =0 =0=0=0=0=0=0=0=0>)=

2023

2010 201 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Hype Cycle for Emerging Tech, 2022

Cupactations

Gartner.

nceand DEltech: Flexibility,
el IT o the best ability

Inus
we trust

Connect
and extend

HORIZON
NEXT

technologickych
trendu




NATO Science & Technology
Organization
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Why EDTs are important to future
Alliance activities?

How are they expected to develop
over time?

Ballistic Trajectory

+Q  Easier to predict flight path and intercept

. Vehicle Release
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What will this mean to the Alliance =
from an operational, organizational ) 4 & ¢ SNV O adiae !
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1. Artificial Intelligence (Al)

2. Robotics & Autonomous Systems (RAS)

3.BDAA

4. Quantum

(EDT ){

5. Space

6. Hypersonic

7. Biotechnology

\ ., 8. Human Enhancement

Emerging and

Disruptive Technologies

Information & Communication

14. Technologies (ICT)

13. Weapons

12. Sensors

11. Electronics & Electromagnetics

10. Energy & Propulsion

9. Novel Materials & Manufacturing

(o))

4 9
R () )
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« EDTs jsou povazovany za hlavni strategické disruptory v pristich

20 letech.

E DTS « EDTs predstavuji nové prilezitosti, ale i potencidlni bezpenostni
hrozbu a riziko.

* Implikace pro BLUE a RED ...



Charakteristika

V pfistich 20
letech Ize
oCekavat, ze
ctyri zasadni
charakteristiky
budou
definovat
mnoho
pokrocilych
technologii:

INTELLIGENT

Humanistic Intelligence

Expanding
Domains

Inteligentni: Vyuziti integrované Al, analytickych
schopnosti zamérenych na znalosti a symbiotickou
Al a lidskou inteligenci k poskytovani rusivych
aplikaci napric technologickym spektrem.

Propojené: Vyuziti sité virtualnich a fyzickych
domeén, véetné siti senzoru, organizaci, jednotlivcl a
autonomnich Cinitell, propojenych pomoci novych
Sifrovacich metod.

Distribuované: Vyuziti decentralizovaného a
vsudypritomného rozsahlého snimani, skladovani a
vypoctl k dosazeni novych rusivych vojenskych
efektd.

Digitalni: Digitalné kombinuijici lidské, fyzické a

informacni domény a podporujici noveé rusivé
ucinky.



Technologicky rozvoj v oblasti velkych dat, umélé
inteligence, autonomie, vesmiru a hypersoniky je povazovan
za prevazne rusivy. Vyznamné nebo revolucni naruseni
vojenskych schopnosti jako takové jiz bud probiha, nebo

N

bude mit vyrazny dopad v pristich 5-10 letech.

Novy vyvoj v oblasti kvanta, biotechnologie a materiali se
hodnoti jako naléhavy a vyZzaduje podstatné vice ¢asu (10—
20 let), nez se jejich rusivé povahy plné projevi ve vojenskych
schopnostech.

... obecné je vsak precenovan kratkodoby vyznam a
podcenovan vyznam dlouhodoby, jakoz i komplexnost pred
jednotlivosti ...



,The human Multi-Domain Command
and Control (MDC2) decider will soon
be redundant, replaced and upgraded
by a new Al machine. It is just
impossible for a human to
comprehend and process the fire-
hose of data traffic in this war of
Information Advantage, Decision
Superiority, and Cognitive Dominance
at the quantum pace needed to
succeed in these engagements.”

https:;//madsciblog.tradoc.army.mil/373-are-we-ready-for-the-post-
digital-hyper-war/
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ARMY 2030

Post-digitalft™~
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Hyper-war?

SCIENCE & TECHNOLOGY ORGANIZATION
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Space based quantum sensors for
improved detection and identification

Ubiquitous, swarming, persistent,
disposable, 3D/4D printed and task
tailored autonomous vehicles and
platforms

Magnetic field sensor for ASW

Soan

e

The Future Asymmetric Conflict Space
Quantum cloud for secure information
sharing and computing
r\

and underwater mines

Ultra-sensitive acoustic,
temperature, pressure, strain and
gravimetric sensors

Long Duration
Autonomous
Underwater Vehicles

Enhanced
ultra-wide!

band radar network

resolution, covert and
band with fused multi-
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Smart(er)
Weapons

Man-Machine
Teaming / Loyal
Wingman

¢

%,

Contested, Congested,
Commercial, Competitive

Inertial Sensors for 100x reduction in
GPS-free navigation error

[ Comms / Cognitive Warfare

To the Edge

w of Things

Secure quantum internet for Space,
Special Forces, Air, Navy & Land assets

] . in the Cloud

Increased conflict in Urban, Cyber
& Information Domains

Local Agile

Manufacturing

Robotics & Human
Angmentation

Man-Machine Synergy &
Cognitive Augmentation

Enhanced decision making through q

infor ion

predictive analytics, digital twins and Al

Mass (gravimetric) sensor for enhanced
bunker/tunnel detection and iaapging)4

Military Revolution

Westphalian System

French Revolution

Industral Revolution

World Wars I & IT

Nuclear Revolution
and missiles

Information Revolution

Autonomous Revolution | Antonomons weapons, swarms of
robotic vehicles in multiple domains,
self-organizing defensive systems,
automated weapons, big data analytics,
and machine and deep-learning programs

Implications

Ficst Revolution

Revemme generation, banking and tazes
for financing wars, and professional
militaries
Second Revolution

National mobilization, levy en masse, and
lacge-scale armies with conscription
‘Third Revolution

Mass production, standardization, and
large-scale economic exploitation
Fousth Revolution

Combined arms, armored blitzkrieg,
carriecs, bombecs, and jets

Fifth Revolution

Nuclear weapons and intercontinental
ballistic missiles

Sixth Revolution

Command and control, connectivity and
instant global reach, imagery, and cyber
levy en masse by violent extremists

Seventh Revolntion

Table 1. Military Revolutions®

Space

= Enable — Prepare — Project — Sustsin — Enagage — Protect — Inform — €3

| Cyber

= Enable — Prepare — Project — Sustsin — Engage — Pratect — Inform — C3

= Enable — Prepare — Project — Sustsin — Engage — Protect — inform — C3

| Land

» Enable — Prepare — Project — Sustain — Engage — Pratect — Inform — C3

% | Maritime

= Enzble — Prepare — Project — Sustain — Engage — Pratect — Inform — C3

‘Cognitive Superiority
Cross-Domain Command

MULTI-
DOMAIN
OPERATIONS

Layered Resilience
Influence & Power Projection
Integrated Multi-Domain
Defence

Figure 2.1: The future NATO Multi-Domain intelligent-interconnected-decentralised-digital strategic and

operational battlespace.



Zaver, hrozba a otazka ...

* Obrana a bezpecnost bude zalozena na ziskani a udrzeni
technologické prevahy a bude Uzce spjata s tim jak
vybudujeme skutecnou schopnost ucelné a efektivné vyuzivat
nastupujici a prelomoveé technologie ...

" Pro ,Ty“ kteri se nestihnou adaptovat, bude obtizné se
uchranit ...

" Jaké jsou zasady pro zodpovédny vyvoj a nasazovani systému
na bazi Al v oblasti obrany a bezpecnosti v kontextu toho, ze
potencialni protivnik pro dosazeni technologické prevahy je
implicitné nerespektuje”?




MA MOZEK
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aerospdace

Dékuji za pozornost ,Pfedviddni by nebylo tak tézké,
kdyby se netykalo budoucnosti.”

= Niels Bohr

Bohuslav Prikryl

Viceprezident pro vyzkum, vyvoj a inovace

@ bohuslav.prikryl@czgaerospace.cz
® 420730855 443

CHEO


http://www.csgaerospace.cz/
https://www.linkedin.com/company/czechoslovak-group?trk=nav_account_sub_nav_company_admin
https://www.instagram.com/czechoslovakgroup/
https://www.youtube.com/channel/UC8DdZTcb3q_fVATP6yHlRdQ
https://www.facebook.com/czechoslovakgroup
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